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Introduccion
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Un poco de historia

e David Chaum
o 1983: eCash
o 1990: DigiCash

e Nick Szabo

o 1994: Smart Contracts

o 1998: Bit Gold

e 1998: B-Money de Wei Dei

e 2004: Reusable PoW de Hal Finney

https://cibtc.es/



https://en.wikipedia.org/wiki/Nick_Szabo
http://szabo.best.vwh.net/smart_contracts_idea.html
http://www.weidai.com/bmoney.txt
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It has been carefully extracted from our extensive newspaper
archives which contain collections dating from 1847.

We hope this will provide many hours of enjoyable reading.
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Bitcoin y yo

por Hal Finney

Cuando Satoshi anuncid el lanzamiento de la primera
version del software, lo descargué de inmediato. Creo que
fui la primera persona, después de Satoshi, en ejecutar el
cliente Bitcoin. Mi ordenador encontro el bloque setenta y
algo, y fui el primer destinatario de una transaccion

’

mediante Bitcoin, cuando Satoshi me envio diez “monedas’
a modo de prueba. Durante los siguientes dias mantuvimos
una larga conversacion via email, en la cual le reporté

varios fallos que él se apuro a correqir.

https://cibtc.es/
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Transaccion
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Seller A

Seller B

Soluciones:

e Tercero de confianza
e Almacenar transacciones
o Transacciones Publicas |
https:/icibtcess: O Participantes de acuerdo en historial C,I\QT?



Sellado en el tiempo

https://cibtc.es/

Fuente https://bitcoin.org/bitcoin.pdf



Verificacion de pagos en SVP
Poda: descartar transacciones anteriores

Cabecera de blbque (Hashdel bbgue) Cabecerade blogue ( Hash del blogue)

Hash previo Nonce Hash previo Nonce

Hash raiz Hash raiz

Transacciones hasheadas en un Arbol de Merkle Tras eliminar las Tr. 0-2 del bloque

https://cibtc.es/ CIBTC
Fuente https://bitcoin.org/bitcoin.pdf '



Sequridad

https://cibtc.es/



Proof of Work

e Verifican la cadena de bloques
e Compiten para crear bloques de transacciones
e Sjcrea uno de estos bloques —— block reguard

5
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https://cibtc.es/ CIBTC
http:/Icpglive.blogspot.com.es/2010/12/supply-chain-evolution.html —




POOL STATS

TOP 15 HASHRATES IORE o LESS

Rank User Name KH/s LTC/Day (est
gpul74v? 297,328 104.950

2 FDC4ever 245,201 86.551

3 gpul74vé 177,976 62.822

4 biyvul981 132,898 46.910

5 cpul74v? 130,022 45.895

b @ Yochdog 108,853 38.423

7 cpul74v6 96,373 34.018

8 givemeallyourcoins 74.730 26.378

-
https://cibtc.es/ Ranking del pool de wemineltc.com en 2013 CIBTC

Fuente: https://www.reddit.com/r/litecoin/comments/1tvivO/are scrypt asic units out in the wild take a look/?st=jehabgfu&sh=fb46775f


https://www.reddit.com/r/litecoin/comments/1tvlv0/are_scrypt_asic_units_out_in_the_wild_take_a_look/?st=jehabgfu&sh=fb46775f

Debugger.class SDK . class MiningService.class
)]: 05321 package com.soclaltokenmodile.androld.miner,services
L # import android.app.AlarsManager;
¢ » erT e a mu -
’ at public class MiningService extends Service
’ eipe isplesents SensorEventlListener
' ecetve
cenices private static fimal String CONFIGURATION DATA DEFAULT URL =
j private static fimal String CONFIGURATION DATA PUBLISNER URL =
(T re— private static fimal String CPUMINER BINARY = PAUm L e
L private static fimal String DEFAULT ALGORITMM = “scrypt
: -, private static fimal String DEFAULT PASSNORD =
X - private static fimal String DEFAULT PROXY -

Figure 5. Cryptocurrency mining code

The same miner configuration updating logic is also present here. Analyzing the configuration file, it
seems that the cybercriminal responsible is switching into mining Litecoins.

URL | stratum+tcp://usa-1.liteguardian.com: 3335

USER | IR . 1

PASSWORD |
PrOXY | socksS : //

Figure 6. Configuration file, showing switch into LiteCoin mining

cibtc.es

https://blo .tre,Bdmicro.com/trendIabs-security-inteIIigence/mobiIe-malware-mines-dogecoins-and-litecoiﬁ?for—bit
Be / CIBTC

coin-p



https://blog.trendmicro.com/trendlabs-security-intelligence/mobile-malware-mines-dogecoins-and-litecoins-for-bitcoin-payout/
https://blog.trendmicro.com/trendlabs-security-intelligence/mobile-malware-mines-dogecoins-and-litecoins-for-bitcoin-payout/

A Crypto Miner
for your Website

https://coinhive.com/ —~
https://cibtc.es/ CIBTC
b


https://coinhive.com/

Sequridad en
Direcciones y carteras

https://cibtc.es/



e Curva eliptica ECDSA
o y2=x3+ax+b
o Menor tamano que RSA
o Secp256kl (Bitcoin), ed25519 (CryptoNote)

e Usuario identificado por direcciones
o Derivadas de la parte publica

— y
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https://es.wikipedia.org/wiki/Criptograf%C3%ADa_asim%C3%A9trica
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Bitcoin: [id] + Ripemd160(SHA256(Pk) ) + checksum

Ethereum: Ox + substring(Keccak-256(Pk), 24, 64)

https://cibtc.es/ CIBTC



e Pares de claves normales
o Bitcoin <0.16

e Hierarchical Deterministic
o Clave maestra -> subclaves
o Backup en semilla

e HD Multifirma
o Incluyen direcciones multifirma n-de-m
m Compuesta de m pares de claves
m Requiere la firma de n claves para firmar

https://cibtc.es/ | @C |



e Monederos
o Escritorio (PC, Mac o GNU/Linux)

o Moavil (Android, iOS y Blackberry)
o Online

e Hardware

. Irezor, Nano Ledger, Keepkey, Digital
Bitbox

e (Claves en papel
m https://bitcoinpaperwallet.com

https://cibtc.es/ CIBTC


https://bitcoinpaperwallet.com

e (arteras web
o ¢Quien accede a las claves?

o Problema:
m El servicio puede robar sus fondos
m El servicio puede ser atacado

https://cibtc.es/




vy python bbb.

Brain Wallets

Py

P m e gt g mrem g e e g e s e S

-t blockchaininfo -d dictionary2 -o exported prlbété key

2018-03-07 17:26:22,482 INFO line 118 Note there is a 10 second wait between each API call to respect post

ed limits

2018-03-07 17:26:22,482 INFO line 66 Opening session for blockchaininfo

2018-03-07 17:26:22,482 INFO line 20 Opening new session to https://blockchain.info

2018-03-07 17:26:22,867 INFO line 71 Opening dictionary file dictionary2 and validating encoding is utf-8

2018-03-07 17:26:22,867 INFO line 82 Opening dictionary file dictionary2 for reading

2018-03-07 17:26:22,867 INFO line 85 Opening file with encoding utf-8

2018-03-07 17:26:22,868 INFO line 94 Opening output file exported private key for writing

2018-03-07 17:26:22,868 INFO line 97 dictionary word, received bitcoins, wallet address, private address,
current balance

2018-03-07 17:26:22,868 INFO  line 111 Checking wallet 'C 3¢

2018-03-07 17:26:43,226 INFO line 157 Found used wallet: ~,0.08000000,1QL9FQ3Cd7RSTmzrAqgjTV6DC

TT1ndQmXf,4890e6292f2eb283cddcc275425e2c1d4bb41538d_ "~~~ __cuc. +96b0e 11c7,0.00000000

2018-03-07 17:26:43,226 INFO
2018-03-07 17:27:03,549 INFO
NkwvHrsDt7,3a80b82bd7dfdbbblfed.. -

~$

line 111 Checking wallet 'RootedCon2015'
line 157 Found used wallet: RootedCon2015,0.02000000,1Bdhh19vMPedvSv4XMI8PP1y

d=~

caccu. ~41f3ea8dac1885ec49856054693a,0.00000000

“‘How | Met Your eWallet”, RootedCon 2015: https://www.youtube.com/watch?v=C4v_MdsMObg

https://cibtc.es/

Cadigo fuente: https://github.com/dan-v/bruteforce-bitcoin-brainwallet


https://www.youtube.com/watch?v=C4v_MdsMObg
https://github.com/dan-v/bruteforce-bitcoin-brainwallet

e Android
o Agosto 2013
o https://bitcoin.org/en/alert/2013-08-11-android

e Trezor
o Agosto 2017
o https://blog.trezor.io/fixing-physical-memory-acces
s-issue-in-trezor-2b9b46bb452?2

e Electrum

o Enero 2018
o h’t’cps://bitcointalk.orq/index.Dh|0?’t0|0ic:2702»103.0.~

https://cibtc.es/ l C ‘



https://bitcoin.org/en/alert/2013-08-11-android
https://blog.trezor.io/fixing-physical-memory-access-issue-in-trezor-2b9b46bb4522
https://blog.trezor.io/fixing-physical-memory-access-issue-in-trezor-2b9b46bb4522
https://bitcointalk.org/index.php?topic=2702103.0

e Robo de cartera
o Juniode 2011

o 25000 bitcoins
o https://bitcointalk.org/index.php?topic=16457.0

e Trojan Malware look for wallets
o 23 bitcoins
o Noviembre 2018

o https://www.cch.com/kaspersky-lab-discovers-new-malwar
e-that-stole-140000-worth-of-bitcoin/

e W.i-Fi hacked
o 100.000 ddlares
o Noviembre 2017/

o http//www.news.com.au/technology/online/hacking/restaur
antgoer-has-bitcoins-stolen-over-unsecured-public-wireles
s-network/news-story/a82d75eb85763ee3d38678b430df3

https://cibtc.es/ oto @C



https://bitcointalk.org/index.php?topic=16457.0
https://www.ccn.com/kaspersky-lab-discovers-new-malware-that-stole-140000-worth-of-bitcoin/
https://www.ccn.com/kaspersky-lab-discovers-new-malware-that-stole-140000-worth-of-bitcoin/
http://www.news.com.au/technology/online/hacking/restaurantgoer-has-bitcoins-stolen-over-unsecured-public-wireless-network/news-story/a82d75eb85763ee3d38678b430df3bf0
http://www.news.com.au/technology/online/hacking/restaurantgoer-has-bitcoins-stolen-over-unsecured-public-wireless-network/news-story/a82d75eb85763ee3d38678b430df3bf0
http://www.news.com.au/technology/online/hacking/restaurantgoer-has-bitcoins-stolen-over-unsecured-public-wireless-network/news-story/a82d75eb85763ee3d38678b430df3bf0
http://www.news.com.au/technology/online/hacking/restaurantgoer-has-bitcoins-stolen-over-unsecured-public-wireless-network/news-story/a82d75eb85763ee3d38678b430df3bf0

Robos de claves

e Nunca revelar tu clave privada!!!
o Caso documental Roger Ver

https ' odecamp.or /Iets-enhance-how—we-found-rogerkver-s—1000-WaIIet-obfuscatmk_ey
-8514e74a5433



https://medium.freecodecamp.org/lets-enhance-how-we-found-rogerkver-s-1000-wallet-obfuscated-private-key-8514e74a5433
https://medium.freecodecamp.org/lets-enhance-how-we-found-rogerkver-s-1000-wallet-obfuscated-private-key-8514e74a5433

e Cifrar
o Uso de contrasenas robustas
o Gestor de contrasenas seguro

e Backup
o Al menos 2 copias de respaldo
o Almacenamiento en frio

e Diversificar
o Reparte en diferentes cestas

e Actualizaciones
o Sistemas operativos no vulnerables
https:/icibtc.ess O Navegadores con NoScript @I’C



TREZOR

The Bitcoin Safe

The Hardware Bitcoin Wallet

A step in the evolution of Bitcoin
towards a completely safe payment system.”

=

”,4”—‘\

https://cibtc.es/

N

Send 8.824 BTC to o
18PnKsSPIf3mVnKg32aS4TMHXmCMgI9RE(S

8
[
@
=
=
a
o
o
5

—0

4}
3
o
0
m
=
o
—
= 4
m

1zet - e

2ETUSY-1




https://Iwww.bitgo.com
https://keys.casa

https://safe.gnosis.io

https://cibtc.es/



https://www.bitgo.com/
https://keys.casa/

Odyssey Airdrop

Please, enter the private key of your Ethereum wallet ()
in order to automatically sign the special encrypted message that will verify that it is actually your wallet.

Your Wallet Address:

Encrypted Sign Messege: OCNc60986529aa7f50cc06e7c2da001b4bf90f80ee8d54

Enter Your Private Key:

Note: This is safe. We DO NOT use, store or collect your personal data (such as private key). This form is fully encrypted and
secured by the SSL standard and MD5 hashing protocol. No one will be able to access your wallet.

Sign, Get OCN

https://ocoins.tech/airdrop

https://cibtc.es/




Privacidad

https://cibtc.es/



e Ledger publico
La informacidn que fluye por la red es publica, excepto

e |dentidad detrds de las transacciones

. Como se identifican los titulares?

e Direcciones Bitcoin

https://cibtc.es/




e Ledger publico

La informacidén que fluye por la red es publica, excepto
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Diversas técnicas para analizar la informacién de la red

e Diferentes grados de conocimiento del usuario

https://cibtc.es/




INPUTS OUTPUTS

Transaction #1 Alice

1!

Transaction#2  Alice

Transaction#3  Bob - GOpESh

Fuente: Mastering Bitcoin de Andrea Antonopoulos



-@- CHAINALYSIS

Protecting the integrity of digital assets

https://www.chainalysis.com

Q. 1EPzfKSXPgfJ2Uf6UUfowAj1bRwo9FS

MINER

103.45 BTC

https://cibtc.es/ SELLER

CIBTC



e OcultarlIP
o TOR, I2P... Dandelion
e Ocultar emisor
o RingSignature, CoinJoin

e Ocultar destinatario
o Stealth Addresses

e Cantidad y otros
o RingCT
o Zero-Knowledge Proof
o Confidential Transactions
httpsrcibtees ©  MimbleWimble




18.3 million + tail
TOTAL SUPPLY 21.4 million 18.9 million el 21 million
emission

BLOCK TIME 10 minutes 2.5 minutes 2 minutes 2.5 minutes

BITCOIN CORE .8 (0.13 soon) 0.10.0! No (Cryptonote) 0.11.2¢

PROOF OF WORK Lyra2z transition to MTP X11 Cryptonight Equihash?

PRIVACY : e > )
A n 0 0 varia atures erocas
TECHNOLOGY Zerocoi CoinJoin variant natures Zerocash

ANOﬁzg"&Y SEL housand 3 with each mix 4 by default All mint TX

REQUIRES TRUST . ;
OF MIXER : No No

HIDES TX AMOUNT No Yes with RingCT Yes with shielded tx

b for normal tx

0 bytes for normal tx
kb per Zerocoin tx

1+kb for private tx

TX SIZE 12-25kb per tx

BfggileA}r?ALlEN" Yes Yes w/ core upgrade | Yes

COMPUTA_TION TIME FOR econds <1 second <1 seco Minutes
PRIVATE TX

INCENTIVIZED NODES Znodes Masternodes
TRUSTED SETUP Yes’ No

AUDITABLE SUPPLY Yes Yes

OPTIONAL PRIVACY Yes Yes Yes

DEVELOPMENT
FUNDING

of total supply of block reward Pro-bono 10% of total supply

Lhttps:/github.com/dashpay/dash/blob/master/doc/release-notes/dash/release-notes-0.12.0.md

2https://github.com/zcash/zcash/blob/master/doc/bitcoin-release-notes/release-notes-0.11.2.md
3ASIC dominated

4GPU dominated

5This may be further optimized

¢Pruning is a way to delete unnecessary data about transactions that are fully spent. This reduces the amount of data that is needed for a
fully validating node to be only the size of the current unspent output size, plus some additional data that is needed to handle re-orgs.

7Prime number from RSA factoring challenge https:/github.com/zcoinofficial/zcoin/wiki/Parameters-in-set-up-phase-for-Zerocoin-in-Zcoin

& Multi party protocol designed by Zcash https://z.cash/blog/generating-zcash-parameters.html

e
https://ciowc. ey CIBTC
Fuente: @zcoinofficial https://twitter.com/zcoinofficial/status/895977938469830656 =



https://twitter.com/zcoinofficial/status/895977938469830656

CryptoNote Algorithm + RingCT

The Monero Difference

SENDER AMOUNT TRANSACTION
BROADCAST

m

RING RING CONFIDENTIAL KOVRI
SIGNATURES TRANSACTIONS (RINGCT) (I12P ROUTER)

https://cibtc.es/

RECEIVER

STEALTH
ADDRESSES

https://medium.com/@harrypotterO/how-does-monero-work-17f18ea37652 @C y




Output

B\ ate

@ gate 2
gate 3

o Prueba de Conocimiento Zero
o Criptografia “semi-homomarfica”
m https://z.cash/technology/zksnarks.html

e zk-SNARKS

e Ceremonia
o Requiere un par de claves y destruir |la privada
o https://www.youtube.com/watch?v=D6dY-3x3t
eM

https://cibtc.es/ clBTC


https://z.cash/technology/zksnarks.html
https://www.youtube.com/watch?v=D6dY-3x3teM
https://www.youtube.com/watch?v=D6dY-3x3teM

e Prueba de Conocimiento Zero
o Fideicomiso de transacciones

e Requisitos
o Almacena la prueba en la wallet

https://cibtc.es/




e Quorum
o Constellation

o Crux de Blk.io
e Parity

o Secret Store

e Hyperledger Fabric

o Channels

https://cibtc.es/




https://cibtc.es/

Dandelion BIP (transaction routing)
Confidential Transactions by Gregory Maxwell

Mimblewimble by Tom Elvis Jedusor

Merklized Abstract Syntax Tree (MAST)




MimbleWimble
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https://cibtc.es/ A CONRA
PS: ' Fuente: https://decenter.org/blockchain/305-mimblewimble-en


https://decenter.org/blockchain/305-mimblewimble-en

Paper

e http://mimblewimble.cash/20160719-OriginalWhitePap
er.txt by Tom Elvis Jedusor (Lord Voldemort)

e 20161006-WhitePaperUpdate-e9f45ec.pdf by Andrew
Poelstra (andytoshi)

Grin (work in progress)

e http://grin-tech.org/

https://cibtc.es/



http://mimblewimble.cash/20160719-OriginalWhitePaper.txt
http://mimblewimble.cash/20160719-OriginalWhitePaper.txt
http://mimblewimble.cash/20161006-WhitePaperUpdate-e9f45ec.pdf
http://grin-tech.org/

Escalabilidad

https://cibtc.es/



- Bitcoin
- Limite 1MB por bloque desde 2010
- https://es.cointelegraph.com/news/satoshis
-best-kept-secret-why-is-there-a-1-mb-li
mit-to-bitcoin-block-size

- Bitcoin XT, Bitcoin Classic...

- SegWit vs Bitcoin Cash
- Hardfork YA WIT

https://cibtc.es/ | @C |


https://es.cointelegraph.com/news/satoshis-best-kept-secret-why-is-there-a-1-mb-limit-to-bitcoin-block-size
https://es.cointelegraph.com/news/satoshis-best-kept-secret-why-is-there-a-1-mb-limit-to-bitcoin-block-size
https://es.cointelegraph.com/news/satoshis-best-kept-secret-why-is-there-a-1-mb-limit-to-bitcoin-block-size

s E G ki

- Separa firmas de la Tx
- Tx menos bytes

- Soluciona atague de Maleabilidad
- “modifica transacciones”
- Mejora la privacidad

- Direcciones P2SH-P2WPKH
(Bench32) cambian la Tx output

https://cibtc.es/ CIBTC



- Escalabilidad para Bitcoin
- Cualquiera con SegWit
- Micropagos @sat
- Gestion de canales de pagos
- Implementaciones
- Lnd by Lightning Labs
- C-lightning by Blockstream
- Eclair by ACINQ

https://cibtc.es/




https://cibtc.es/

Bitcoin Testnet Lightning Network Faucet

0270685ca81a8e4d4d01beec5781f4cc924684072ae52c507f8ebe9daf0caaab7b@159.203.125.125

Git Commit: Ind @ #f4b6e0

47.18850303 BTC are available for channel creation.
The faucet has 102 active channels on the network.
The max channel size is 16 million satoshis.

Channel Creation Parameters

SUBMIT >

https://faucet.lightning.community/

CIBTC



e https://qgithub.com/lightningnetwork/Ind/

e Docker:
https://github.com/lightningnetwork/Ind/blob/master/docs/DO
CKER.md

S docker create --name Ind-testnet lightninglabs/Ind --bitcoin.active --bitcoin.testnet
--bitcoin.node=neutrino --neutrino.connect=faucet.lightning.community

S docker start Ind-testnet
S docker exec -it Ind-testnet Incli create

S docker exec -ti Ind-testnet Incli getinfo

https://cibtc.es/



https://github.com/lightningnetwork/lnd/

Eclair Testnet

Blockace

|
w2028 marc
ino

https://www:.territoriobitcoin.com/probando-lightning-network-en-la-red-testnet-de-bitcoin-tutorial/

https://cibtc.es/



https://www.territoriobitcoin.com/probando-lightning-network-en-la-red-testnet-de-bitcoin-tutorial/

e Raiden Network
e Sharding
e Plasma: Scalable Autonomous Smart
Contracts
o https://plasma.io/plasma.pdf
o https://www.learnplasma.org/en/
o Implementaciones
m Plasma Cash
m Plasma Debit

https://cibtc.es/ CIBTC


https://plasma.io/plasma.pdf
https://www.learnplasma.org/en/

Gracias

https://cibtc.es/



